Brian A. Seklecki <bseklecki@spiritual-machines.org>
3059 Pulawski Way, #3
Pittsburgh, PA 15219
412-378-3823 (M)


Goal:

I am currently seeking positions with high levels of responsibility designing, securing, and maintaining enterprise networks.

Experience:

July 05 - Present: Collaborative Fusion (collaborativefusion.com)
Position: Director of Systems/Networks Operations 
· FreeBSD, NetBSD, GNU/Linux System Administration (80 Nodes)

· Formalized system hardening and threat mitigation policies

· Surveillance for vulnerability disclosures (SecurityFocus, Secunia, NIST, US-CERT, NANOG Lists)

· Firewall Administration of Cisco PIX and OpenBSD based Firewalls for a small/medium sized business sized business

· Deployment of IPSEC Site-to-Site Encrypted VPN Tunnels

· Implemented two-factor authentication using Entrust IdentityGuard Tokens and PKI Authority Certificates

· Managed Radware L4 switching fabric for delivery of Web and Database Services

· Achieved zero-downtime upgrades and maintenance using custom application health checks

· Oversaw periodic Disaster Recovery drill and Business Continuity Planning policies and tabletops
· Oversaw the development of a multi-facility network monitoring system
· Participated in various application and network penetration testing drills using Watchfire and other automated tools
· Centralized System, Network, and Application authentication and access controls with LDAP
· Developed client data security policies modeled after federal standards (FISMA, HIPAA, NIST)

June 03 - July 05 (Self Employed Technology Consultant)
· Deployed wireless systems for public cafes and restaurants

· Cisco 2900 Switch / 2600 Router WAN Services Installation and Support

· Deployed and maintained OpenBSD PF firewalls for small and medium businesses

September 96 - January 02: Stargate.net, Inc.
Position: Systems Administrator
· Proactive / reactive monitoring of 100+ node network with 250k + customers

· Was responsible for maintaining 75 production Solaris, BSD, GNU/Linux

· Primary contact for secure DNS infrastructure for Internet Provider

· Was responsible for high level customer support issues
Managed enterprise hosting solutions (Apache, QMAIL)

Publications:
· A Scalable Framework for Compact Flash Booting NetBSD Network Appliances
  - Presented at EuroBSDCon 2005 (Milan, Italy) and NYCBSDCon 2005 (Columbia, NYC)
  - http://people.collaborativefusion.com/~seklecki/cauldron/
· The NetBSD Guide: Chapter 16. NetBSD RAIDFrame
  - http://netbsd.org/guide/en/chap-rf.html
· The NetBSD Guide: Chapter 15. Concatenated Disk Device (CCD) configuration
  - http://netbsd.org/guide/en/chap-ccd.html
Education:
· Winter 2006 -> Present: Strayer University -- Pittsburgh, PA
         - 02/2009: Sophomore Bachelors Business Administration

· May 2003: Cisco Certified Network Professional (CCNP) Certification

References available upon request
